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ABSTRACT

This paper discusses software effortsc needed in
developing and managing PROTED, a mcdern telecon=
minicetion system, in order to asmsure the required
pervice features, high availability and maintainae-
bility and self-recovery. Particular eaphasis is
laid on rigid interdependence anong these features,
bardware and sof tware system architecture and
support soltware.

1. INTHODUCTION

PROTEQ digital exchange is designed for tandenm,
toll and trunk applications and is intended to
serve, in comnection with Perdipheral (local) Ex-
changes (CT), » switching area up to 0000 sud-
scribera (1,2).

The digital exchange ie basically composed of two
nain blocks (fig. 1): the Pransit Network (AT) and
the Oeantral Conmtrel (CC).

The Transit Network includes the digital switch with
its accese devices (UCT), plus all additional units
dedicsted %o signalling preprocessing (UC3, UCH..).
The digital switch is & three stage TST non block-
ing network with a cepacity up to 512 2Mbitfa PCR
links. Zach PCE link is interfaced with a aingle
line unit (UL). Both ? otages of the switch are
nade up of 64 "group unite"™, each cme collecting
oight line unite. Each group unit switches 256 time
slotec and incorporates ites own “speech memory" with
the correeponding addrees menory. The S stage 8 &
64 x 64 aingle plane sarisl tranamission natrix with
ite own sddress menory. The nov blocking condition
is schieved,according to Cloa, with & number of 512
internal switching times. The UCT block, as mentio-
ned above, interfaces the digital switch to the
central comtrol.

The preprcoessing unitas are specialized acoording
to the aignalling systea they handle, namely lime
signalling (UCS), WPC signalling (UCS/MPC) and
connon channel or remote control signalling (UCK).
Line signslling time slota (16th time slot of each
PCH 1link according to CCITT Rec. G 732) as well as
comnon channel aignalling time slots are switched
through the digital network and then ocanected to
preprocesaing unitse. Eack preprocessing unit has a
nicroprograxned comirol and ic designed to merve a
given munber of channels (e.g. 00 channels for the
0UCS); the quantity of regquired unite is therefore
dependant on exchange configuration.
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The ceniral cootrol iz basically made up with a
pair of specially designed coaputers; processors
synchronization procedure is controlled by two syn—
chrcnization ard updating unite (UAS), while all
the check and test functions sre monitored by =
double surveillance systes (53). The 24 bit proces—
s0r has microprograsmed CPU with 200 nsec micro-
cycle time, Core mexory has 24 bit work length and
1.2 poec cycle time; it uses 16 X words modules and
iz cxpandable up %0256 K words. The CC has s power—
ful imput/output system, and for s fast operation
up to S0 Direct Menory Accsss channels nay bs used,

The eavisaged traffic capacity the Central Control
can handle is about 150000 busy heur call atteapts.
The Central Control is connected, via a data chan—
nal, to & service computer (25) which carries ocut
operaticnal maintenance and adminiztrative functions
@.g. subscriber class ncdifications, system configa
ration changes, meter charging read cut, teet and
disgnceis program aids.
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Section 2 presents an overview of system rodundancy,
recovery and disgnostics procedures. Section 3
dogcribes the main software supports in designing
and developping FPRUTEC system. Sectioa 4 shows the
on-line software siructure.

2. SYSTEN REDUNDANCIES AND DIAGNOSIS
2.1 System redundanciee

%o enhance system reliability and garvice availabi
1ity, important checking functions have been crea-
+ed. Redundancies have been provided at block,
circuit, function and information level. Duplica-—
tion, mocording to master/slave philosophy, has
been the redundancy policy thrcughout a1l the
aystex design. Bach alave wnit iz to be imtended
a8 "hot™ and continuously resdy o be awitched %o
the master statuec.

The digital TST owitching network is cospletely
duplicated from the input %o the output section of
4he line unit UL. The two paris are synchronously
sddresped and syncironcusly Work so that the out-
going bite from the two patha are compared channel
by channel to sllow a comtimuous check. Should a
nismstoh oocur between the two seciions 3t will in
pediatly be detected. The sane duplication criteria
have also been applied to UCT blocke se well as to
preprocessing unite; however for the laat units
slteroative configurations =ay be realized with a
n+1 redundancy philosophy.

Al] coutrol mesesgesa, ag well as dsta meseages
flowing through the systes (e.g. word transfers
within the computer, information exchange between
different blocks) have sppropriste redundancy bits
4o check the correctness of infornation transmiv—
cione

ohe osntral cowtrol, as said above, is made Wp with
a duplicated stored progran computer with a high
level of intermal check and test functicns. Each
functionsl mecule (e.g. Core Kewary, CFU, 1/0, UAS,
35, Power Supply) of the CC is provided with its
own internal hardware check facilitien. In case of
faulis, alarms are raised and sent %o a centralized
Alarn Register. Moreover, each module, such &8
{nterface nodules to peripherale, is provided with
a otatus register which specifically indicates the
cause of the dezected malfuncticn. The content of
thess status regictera can be goftware teated; in
4hia way during the "alarn asalysis subphase" (see
para 4.3) it iz innediately possible 1o localise
any faulty nodule.

2.2 Systen reliability and availability

Relisbility and availability prediciion nothods
have been uased in system desisn and developnent in
order o have aids in aystes architecture choices
and expectations in the grade of service. In addi-
tion relisbility models give ctatistical pro@pects
of maintemance snd gpare parig.

¥ain paraseters of the model are, of course, the
reliability of each circuit block, the redundsn-
cies, the mean time for fanlt localisation and the
soan time to repair. The first psranciers maat be
satisfactorily improved in design while the last

one in plamning and carrying out pointensnce. The
redundancy structure itaelf gives the main indica~-
ticn in the policy to cut off the fanliy paric.

In 4he central coutrol, one proocessor is cul off oy
being put in "slave" ctatus, in such & nanner that
operating peripheral eguipsents do not recsive its
compands. In the digitsl owitch the selection of
the naster aectiocn is made, uporn CC command, ens—
bling the UL (Line Unit) to receive the awiiched
bito only from the ™master" netwarke

In cane of more than one existing fanlte particular
care iz peeded in selecting the master Betworks;
fanli clsspification prograns have been carefully
dezigned in order to optimise the system efficiency.
The same philoaophy applies to a fanliy preproces—
sor; it is simply cut off blocking ite operatiocnal
cutputc. The CC disables itself to Teceive any mef
pages froa the faulty periphersl and does not route
through the digital switch the time slots coming
fron the fanlty signalling preprocossir Whots &
ranlt occurs in parts working in losd-sharing basis
(e.g. the trunks) the CC provides normal procedures
to put then in munavsilable statua®™.

2.3} Diagnosis phasee

ohe first tack in faml4 handling is to detect any
salfunction and in addition to collect all avsilo-
ble fault information; thia “check and alsrn phase"
iz performed by hardwars circuits, by software irape
or software cyolic test progravd.

¢he alarms sctivate the "first level of diagnosis™
phsse in order to acceeplish the proper recovery
procedure identifying the correct part to be isols
ted., Particular disgnooic prograns, performed by CC,
if necesssry complete tests to £ind out which
function is wrong and which new system ocafigura~
tion e to be used, System reaction time of this
phase has to be rather short to have ac little
gervice trouble as poeaible.

Panlt localisation to identify the fanlty block
(only ome or s Tew boards) for maintennnce is car-
ried out during the "second level of diagnoais™.
Proper sofiware prograss repident in the Service
Computer (ES) for sending and/or activating tect
routines in the CC and analysing the resalic, carry
out thisz acourate diagnosis. There iz no strict time
problen here,because of the necessary human inter—
vention needed for the repair work. Bafore putting
the repaired unit back inte service mgain s ccaplets
check ia carried cut and itc memory ic updated.

2.4 Tandenm exchange system tests

Testing of factory produced units has been organi-
aed with & view to optimieing fundsnental points:
a) test procedure autcmation

b) coverage of "all" posaible caUSeS of malfunction
For the furtherance of the objective albove syctems
controlled by minicomputers have been adopted. Pro
grame directly obta.ned fron functionsl testc or by
disgnostic programs noroally used in on-lime opers-
tion (see 4.2 and 4.3) are sent to the modules
under test. We ought %o make it ¢lesr beforehand
that all electronic coaponents, sll printed circuite
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and all racks are tested with automatic teet equip
ment during the factory assembly process.

3. SOFTWARE SUPPORT POR TANIEX EXCHANGE

A corsidersdle effort has been made for implenmemi~
ing FROTS0 tander exchange software. Iriefly, we
can say that software already developed or under
develcpment coneiets of: 60 K (worde of 24 dite)
far operstionsl software; 80 X (words of 24 bita)
for dimgnostic software; 400 K bytes for support
sofbwure.

A toam of about 100 programmers and software experts
iz currently working in SITS for the reslisation of
such prograss, In order to put together a teanm of
this nize, interesting problems concerning organi-
sation and trairing bhave been treated. Hesulis and
conclusicns are cutlined in (5).

Structured programuing techniques have been used
ainca the beginning, to enmure a high degree of
productivity and "good quality™ softwmre. Furibere
novre, software aids have been developed in order to
facilitate programmere work; these aids will be
discussed in sections 3.1 and 3.2.

3.1 ISFAC: Integrated Sof<ware Pactory

In order to impleamnt and test operatiosal and
diagnoatic software for PROTED exchange a specific
aoftwaxe tool has been developed, namely the Inte—
grated Software Pactory (ISOPAC). ISOPAC ie essen—
tialy a progran library congisting of the following:
a) Translstors (Nacroassenbler and, in development,
LPL compiler)
b) Generators (Linkage Zditors)
¢) Simulators for program fest and validation
i) PREIEE = used for sub-programe level test
ii) OVERALL - used for progran test, consisting
of a track simalstor

iii) FLOOD = unaed for progran cet test, consi
sting of & dynanic simlator.

d) Progran Adwinistrators to handle PROUIEO software

and related documentation,
The ISOPAC structure (5,6) ic shown in Pig. 2. 4
few Job Control Language macroinstructions were
devised {for the host computer) for easy handling
of progran libtraries. It is organised ir a unigue
systen library and there are as many private libra
riez as users, Each user is allowed read and write
acceases o its own library but caly read access to
thooe of the others: a good information exchange is
realized without losing security of data. The systen
litrary is accessible and changesble only by the
Progran Validation Group (see (5)).

During ISPAC design phase two important techniques
were chosen: integration and simulstion. "Integra—
tion™ ig ths implementation process wich can comtain
and handle all necessary modules 1o produce and test
softwnre i3 a simple and orderly way. "Simlation"
is an exhaustive testing technique of operational
and diagnostic sofiware under normasl sz well as
failure modes. The decieion to use simulstion techni
ques implied that seversl "linear with respect to
the time" simulators had to be implemented e.gz. for
the CFU, for Cemtral Control and for FROTEQ envircam
mert, All those efforta are justified by the bene-
fits derived in FROTEO software production, above
all with respect to correctness, reliability and
productivity. ISOPAC iz now currently used on IBN
370/145 under 05/VS1.

32 Software sids for hardware deaign and disgnonig

Early and easy idemtification of foults is ome of
the major factors that contritute to comtimuity of
service. If therefore becomes important to posser &
libtrary of fast and highly reliable diagmostic

ISOFAC
user
Translator | | Loader Simulators
1SOFAC ISOFAC
SYSTEM USER
LIBRARY LIBRARY
SUPERVISOR

DA

host computer Operating System

host computer
File Manager

Pig. 2 - ISOPAC siructure
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programs. A suitable software structure should
therefore be deviaed to facilitate diagnostio pro-
grams development and to make avsiladle an instru
ment which providen design guidance in order to
Tacilitate diagnosis procedures.

4 soflwure sysien for the similstion of logic net—
works has been designed and implemented in ihe com
text of FROTRO project (7).

The three basic blocks of the similstion system are:

R) a nodule for siructmring software model for the
simlated circuit;

b) a module operating an the principle of "exclusi
ve activity” sfimulstion, utilising & micrologic
¢ircoits library;

¢) & nodule for analysing sod formating of dats
produced by simlaticn sccording to given direc—
tives.

The characteristics of the system are:

- about 20 X PCRIRAN sintenents

= about J000 micrologics as the meximun size of the

oircuit to be simlated

= a Library of 80 micrologic functiona with poesi-

bility of inclusion of mew function. Por the tinme
being only TIL circuiia are congidered and incly
de 55T conponents as well as X3I functions cuck
as FiCHs, ALU's, Shift-rotatea etc.

4e OF-LINE SOPTWALE

We present now the software organisation for manag
ing & tanden exchange. Particulsr sttention ic paid
te the reliability of the software system obtained
by using firmware traps as well as suitable funo-
tionnl redundancy. We also illustrate how the soft
ware helpa in guaranteeing the correct fumctioning
and eventual diagnoeis of the entire network.

4.1 Functionsl Safeguards

Welwork pansgenent prooedure iz composed of indivi
dual simple procedures,each one of these is related
to & particular funciion tut all of them being
harnoniously put together. To guarantee the system
to be Munctioning well these procedures are employ=
ed in parallel to the $win processors.

4e1e1 Pirmware traps

Each operation im coutimoely checked in a specific
tine—slot during which the dals and addresses pro—
cessed by the processors must de equal; simalta-
neously s check ic made for parallel advancing of
the processors. In oach processor there ie also a
check for progran progress to verify that each pro
gran is always executed in itz allocated menory
zone and the execuiiou time does not exceed a preds
fined time l1imit,

4.1.2 Functicanl Redundancy

Along with the network managing procedure there is
also & check, made on the correct functioning

of the two processors, which verifies by ueing bard
ware or sofiware selbod of the integrity of the
various modulea of the systen. When a malfunction
iz detecied the processor responsible for the alarn
iz immedistely excluded froe network managenent e
cedures whereas the other processor carries on
regardlens, & quick satomatic disgnostic procedure
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iz omrried out %o localise the fauli in the proces
aor concerned, (nce the fauliy processor has been
ropaired it ic brought back in the system dy upda—
ting it eo that it can conlizme itc metwork nansre
ment activities. An extornal logic modnle decides
which one of the yrocescors is to become the MNanter
and henceforth is %o contimie in it2 role whether
the systen iz coaplete or degraded and sll poirnis of
reference iz nade %o it. The switchover from ane
atate to the other is checked by that part of the
operating system which mansges the oomirol of the
systen redundancy.

4.2 Operating Syster and Applicatiom Prograng

The software structure,according to & rultilevel
hierarchical structure,is shown in Fig. 3 where all
the functions assigned to each lewel im pointed out.

At redundancy level the strategy for recovery from
& malfunotion dus to an alarm is applied.

The alarms detected consist of:

a) nicmatch in network management procedure

b) hardware malfunction detected by checking circmits
at the time it ig wverified

¢) hardware malfunction detected by checking moft—
ware before utilicing the rescurces.

The two successive levels implement the basic moni—

Fig. 3 — Multilevel on-line software
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tor of & nornal resl-time operating cysten. The
firat level fxplementis the nechanisns for suapen—
aion, switch and sctivation of a process utilising
semaphor teckniques, In the secoud level ihe order
1y irformasion interchange between two Drocesses
for reslising a funciion iz inmplemanted, The pro-
censea are arranged in ten levels of priority and
iz guararteed to have & ewitch over fime less than
80 pmec (max exacution time of the Dispatcher),

Tke 1lsst two levels implement the sirategy for pro
oeaming switching peripherals comprising of remote—
=controlled check and disgnosis. The lovel also has
the task of checring redmdancies of the switching
peripherale which are logically regarded as a
single peripheral.

From the laat level 2 virtusl mackine, expresaly
orianied to comtirol telephoue networks, is gonera~
ted from which the characteristice of an exchange
itself can be casily deriwed by specific operatio
nal sofiware.

The operating cysten software is eutirely realised
in madroassembler language. The programs cccapy
about 6 K words (24 bito/word).

4.3 Software tools for on-line CC disgnosis

%he first phase of on-line CC disgnosis (“check and
alarn®)} includes hardwsre checks and surveillance
programs. Suck prograns are resident in the OC and
are pericdically activated in order to submit to
test thore portions of the CC not completely cove—
rod by bhardware alarne. The surveillance programa
arouxt to about 5% imstruciions.

The second phase of on-lime O diagnosis ("first
lovel”™) iz very simple. As far as CC is concerped,
the procedure invelves excluding from service the
procescor which has shown up s fsult in the previows
phase; while the other processor takes over camirol
of the network, diagnostica continue to be executed
oi the faulty one as shosm delow.

The third phase ("second level™) is, in turea, split
into 3 subphagen, nasely alarn analysis, external
ftest, interaal test,

An alarm activates the alarm analysis sabphase. In
this subpbaze the alarn registers' state word is
exanined in order to single cut the faulty portion
of the CC and to acceleraie the execution of the
subsequent subphsses. Prograns dedicated to the exe
cation of this subphsse are mesident in the OO, are
executed in the OC 4tselfl, and ancunt <o about 4 X
words. Therefore, the execution of this subphase ic
fearible oculy if the famlt has mot completely inva-
lidated the processor. The external test subphase

in getivated either by an alarm analysic subphase or
directly by an alsym, Iu this subpbase the soundnesa
of a minimun hardoore needed for setting off the
internal test subpbase is asserred; information
derived from the alarm analysia subphsse as well as
the soundness of the lines intercomnecting the
sorvice compater (ES) and the OC are also checked.
In this subphase the console of the processor under
exaxdnation is activated by the ES which executes all
the necessery sctions. The relevant prograns are re
sident in ES itself: then task is 1o load the wacted

through the couscle into the proceseor under dimgno
ais and to fetch, slso through the console, the ine
formation needed for the completfca of this subpha-
se. Prograns running in the processor under diagno-
sis, btut normally resident the E5, are devided into
T modules and snount %o 6K instructiocns.

The internal test subphase ia triggered on as soon
as the external test cubphane is completed. Thie
subphsse atieapts to single cut the taulty printed
board; occasionally the fanlt may be localised on
two pointed bosrde rather tharn one. Prograns dedi-
cnted to thia subdphase sre divided into modulea in
the ES. (mly one module at & time is sent by the ES
to the processor under inveatigation; by way of a
leading program recident in a ROM, the module is
loaded into the CC from ES. The relewvant software is
corposed of 54 nmodules and ancunts to 45X instruc-
tiona: each module does not exceed 1.5 instruotionsa,

444 Software tools for co-line RT diagnocia

The alarns that activate the diagnoaia procedures,
giving all aveilable fanlt information to the CC,
can be produced as follows:
&) deterninislic alarme
= Yy self-checking circuits;
=~ by check-bita im control bussee;
= by negative output of test routines over check,
alarnes and master-alave switah circuita;
— Uy continuity check over comnections not dupli
cnted because of previcus fanlt.

START =
received alorm

2
level on slave
metwork

Maintenoncn

foult is bigger?

C

on slave

Block the wrong
functions on master
wntil slave is
repaired

Fige 4 - BT diagnoais procedure
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b) non—determinietic alarm
— by coaparators at the cutput of the two redun
dant TST networks.

For deterministic alarns there i2 no need for any
further tesic becanse the information slready avai
lable is sufficient for idemtifying the faulty net
work, Diagnoeis for the non—determiristic slarms is
zade by software programs but needs tools to fnve—
stigute and to check the network.

The fundanentsl tool in PROTEQ Digital Switch is
the toct pattern circuit that checks the connec—
tions through each TST awitch network. A test
pattern sender sends, upon CC command, s fixed bit
sequence over an imput channel of a previocusly esta
blished counection wnd a %est pattern receiver st
the output chanmel raises an alarm if the bit me—
quence iz incorrect.

The first-level diagnosis phase quickly identifies
and pute the faulty network ocut of service also in
case of the xlxrm being non-deterministic, A typi-
cal procedure, for an slarm raised by the output
comparator, is shown in the simplified flow-chart,
The comparator alarn containa alzo the output
channel mumber. Thie information is used by the CC
%0 localise the input channel inwvolwed in the parti
cular counection under consideration, The result of
the pattern test done between the two channels, ss
indicated adove, allows to identify the fanlty TST
network.

The prograss for implementing this lewel of disgno
ois, by virtue of their necescity for quick fnter—
vention, mast be resident in CC. Typical time for
this procecdure is 10 ms., The program dimension,
written in Assenbler, iz about 5K instructions.

At the end of the first level diagnosic the follow

ing situation exista:

— the good TST (or the one "lesa" faulty) beconece
the oaster;

- operationslly it becomes a single cma.

This situstion coutimues till the updating phase

(explaired later on); during this interval of time

(from the end of the first level dingncoia to the

end of the second level disgnosis) the following

situation exists:

— the Master receives telephonic messages, whereas

- the Slsve received diagnoctic measages.

During the second level of disgnosis, the fault lo
calisstion iz performed with the goal of idemtify=
ing the fauliy card. The procedurse consiste mainly
of & guided sequence of "pattern test" checks to
reatrict the possible location to as amall s set of
card/s ag possidle. The strategy for the second
level diagnoais is to spply pattern tests according
to a ppecific hierarchicsl organication which takes
into acocunt of the functional dependence of varicus
modules. All modules are biersrchycslly orgmniced.
These prograns requires relatively short interven-
tion tines and as such are resident in the service
conputer (£3). The progran language iz s high-level
language of the machine ¢oncerned and menory occups
tion is envisaged to be xround 20K words . Typical
fault location time is few ninutes. After the repair
of the fauzlty block and before it is put in service

agsin, a check oo repaired block iz perfarmed.

Since the disgnosis causes the loss of the contents
of the addrens memory in the clave TST metwork, it

is necesoary to update the addresses of all pressnt
connections. The Updating phase needs a maximun of

4 seconde.

5. CONCLOSIONS

Both CC and RT are undergoing the final stages of
the test progran, PROTEQ systen trials will start
thercafter.

By "PROTEC owitching sares™ we mean all subsoribers
and equipnent, sparselly instslled but controlled
by ote CC. Nony functions primarily concerning with
awitching, nanagemsnt and maintenance are fontures
©of the PRUIED switching area. The Tandsn exchange
forns & part of the whole PROTE) switching area.

FRUTEC system trials are scheduled sccerding to the

following four phases:

phase § : testing the availability of the Tanden
Exchange will be the prine objectiwve; CC
and AT will be connected together to check
the correct flow of dislogue; procedures
to evaluate the efficiency of the 3 dia-
gnoetic phases will be activated.

Phace 1 : a firat block of switching features are
tested; basically the Tandem Exchange pro
cesees the inceaing traffic to local ex—
changes and associated sigmalling and
routing procedures.

phase 2 : the Tandem exchange proceaszes both inco-
ning and cutgoing traffic; in particular,
routing procedures and associated charging
and sigoalling will be tested.

phase 3 : the FROTR) switching area ic completed by

coanecting the Tunden Exchange to the

Peripberal Zxchanges; CT's Control and

subscriber switching festures are tested.
Two identical systems will be instslled,systen Rf in
51T5"s laboratories and B1 in the Ttalian Public
Ketwork. Simulated traffic and network will be used
in the trial phases for R, as soon as cve phase is
succenafully completed, the sane phase will be
applied to R1 under equivalent field traffic. During
pbase 1 and 2, the B1 Tanden Exchange and related
trunks and roating facilities sre added %o the
public network,tims achieving an extrs capsbility in
traffic handling. Therefore 21 can be tested with
live trunks and traffic without affecting public
service; &8 8 matier of fact, any exclusion from ope
raticn of the BExchange on account of modificatians,
improvements, testa, faulte etc. will cut out only
the extra traffic capability of the network. During
phsse 3 irials, usera will be connected to the ex—
changs bul utnost care will be taken to ensure fall
aervice svsilability. Having this in mind operatio-
nal field trials for the Peripheral Exchange (8) are
into public sservics since April 1975.
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