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Due dimensioni

* Fiducia negli strumenti, negli sviluppatori e nei
fornitori degli strumenti, conoscenza e
consapevolezza dei limiti

— hardware, sofware, reti, ecc.

* Fiducia nei servizi, negli sviluppatori e nei
gestori, conoscenza e consapevolezza di regole
e rischi
— gestione dei dati e utilizzo delle informazioni



Cosa fa il nostro
computer (tablet, smartphone, ...)?

* Rapporto CLUSIT 2015:

+83% malware per dispositivi
mobili dal 2013 al 2014
(Kindsight Security Labs

H1 2014 Malware Report)



http://www.google.it/url?sa=i&rct=j&q=&esrc=s&source=images&cd=&cad=rja&uact=8&ved=0ahUKEwirrpP1jbbJAhVB2xoKHcsQAGcQjRwIBw&url=http://www.officerreports.com/blog/xxx-apps-for-your-security-guard-agency/&psig=AFQjCNE8hBKfr46vwvm_2s74tk5RCyLPdg&ust=1448902794556974
http://www.google.it/url?sa=i&rct=j&q=&esrc=s&source=images&cd=&cad=rja&uact=8&ved=0ahUKEwirrpP1jbbJAhVB2xoKHcsQAGcQjRwIBw&url=http://www.officerreports.com/blog/xxx-apps-for-your-security-guard-agency/&psig=AFQjCNE8hBKfr46vwvm_2s74tk5RCyLPdg&ust=1448902794556974

Ransomware

e 550.000 attachi/mese (dati Symantec 7/2014-6/2015)
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1,000,000,000+ do..
» TOP DEVELOPER

R +1/ 12,887,318 people +1'd this.

More by Facebook

* Play games and use your favorite apps

Facebook
FACEBOOK -
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Description

Keeping up with friends is faster than ever.

* See what friends are up to
* Share updates, photos and videos

* Get notified when friends like and comment on your posts




Facebook

needs access to

Device & app history
Identity

Contacts/Calendar

Location

SMS

Photos/Media/Files
Camera/Microphone

Wi-Fi connection information

Device 1D & call information
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Device & app history
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Contacts/Calendar
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Location

ses one or more of: SMS, MMS. Charges
ay apply.
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Photos/Media/Files

Uses one or more of: files on the device ¢

ds II'I'“i.'II.'EI;'L:.i videos, or audio, the device's

external storage
Camera/Microphone
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Uses one or more of: camera(s),
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Wi-Fi connection information
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Allows the app to view information about Wi

Fi networking, such as w hether Wi-Fi is
enabled and names of connected Wi-Fi

devices
Device 1D & call information
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Allows the app to determine the phone

UM nd device IDs, whether a call is
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active, and the remote number connected
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Sicurezza informatica : informare per formare. La formazione
della Polizia postale verso i docenti a favore degli studenti

Alessandra Belardini

vice Questore) della Polizia di Stato, dirigente del Compartimento
Polizia Postale e delle Comunicazioni FVG di Trieste
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